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Technology

FBI, ICE find state driver’s license photos
are a gold mine for facial-recognition
searches

A cache of records shared with The Washington Post reveals that agents are scanning millions of
Americans’ faces without their knowledge or consent.



CALIFORNIA

Facial recognition software mistook 11n 5
California lawmakers for criminals, says ACLU

Machine Bias

There's software used across the country to predict future criminals. And it's
biased against blacks.

by Julia Angwin, Jeff Larson, Surya Mattu and Lauren Kirchner, ProPublica
May 23, 2016

Civil rights activists up in arms over Amazon update
adding fear detection to facial recognition tech o
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What are surveillance and automated =

decision systems (ADS)?

Surveillance

(e.g. collection of
drivers license photos)

Surveillance systems
collect data about the
mass population.

Automated Decision
Systems (ADS)

(e.qg. facial recognition
software)

Use the collected data
to make decisions.



Up Next:

ERIEIER:EY s
2019 DSSG Fellow ' #dy "

N v SO
L T

[ |
| |
{ | |

g o

On related legislation
and stakeholders




WA Legislation HB 1654 & 1655 "iaam

Managing facial
recognition and
automated
decision systems

2 mrEes
. Aamm




Toolkit

Interactive
Web Demo

ID Guide

Questionnaire




Participatory Design Timeline
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Participatory Design

e Accuracy-> Data
scientists

e Usefulness and Clarity ->
Civil rights advocates

Data Types Data collection What do Automated Decision Systems (ADS) do? ADS tech examples
tech examples
—e
o y
3
S I i Facial
9 so——J
< Groups simil lar dalf\ \m? predefined Recognition
@ | Drones Camera categories (Classification)
g o &
E
Gunshot
Detection
o
g
3
& Microphone  Transit Groups similar data without predefined
Mic © categories (Clustering) o ®
Targeted
Advertisements
( >
g
= Deep Social
Packet Media Predicts a numerical value using data
——0< 0o—0
Sniffing  Monitoring points (Regression)
Predictive
5 ( Policing
2 Software
§ GPS RFIDs
Transforms, alters, or simplifies data
»o—e
= points (Dimensionality Reduction)
2 Data
S Processing
2 g ( How complex is the ADS?
o .
28 ¢ Non-Statistical: Do human impart Statistical: Does the tool
S~ [Cellebrite Data direct knowledge and rules to the | recognize patterns in data to
2 Extraction tool or system to solve specific solve specific sub-problems?
E sub-problems?
z



10

Participatory Design

What is your level of familiarity with automated decision systems/artificial
intelligence? How would you define an automated decision systems/artificial
intelligence?

6 responses

low level. Use a neural network for img processing. system that uses an algorithm to determine responses given an
input.

very little familiarity. honestly not sure how to define these terms, but perhaps systems that collect/compile data
and make decisions based on that data with little/no human oversight.

Somewhat familiar. ADS/AI are software systems that rely largely an infrastructure of generated algorithms
primarily derived from machine-learning approaches, rather than the traditional explicit logic written by human
programmers.

Not too familiar. I'd define it as technology that is capable of learning, without any person reprogramming it

Machine learning. Al slowly learns by probing, trying things, and maintaining relevant knowledge. It's my
understanding that IBM's Watson is often used

basic understanding. | know more about how these broadly relate to social justice issues. to my understanding,
these systems use data to provide results/answers/etc



How comfortable would you feel testifying on government use of a new
automated decision system/artificial intelligence?

6 responses
3 (50%)
2 (33.3%)

1 (16.7%)

0 (0%) 0 (?%)

How comfortable would you feel testifying on government use of a new
automated decision systems/artificial intelligence after reviewing this toolkit?

6 responses

2 (33.3%) 2(33.3%)

1 (16.7%) 1 (16.7%)

0 (?%)

11 0
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What additional questions do you have about automated decision
systems/artificial intelligence?

3 responses

What regulations are there on artificial intelligence systems right now? Think people assume that gov't is more
interested in regulation than they actually are.

What laws exist to regulate the use of Al (ie, one example mentioned that Amazon recommends a 95% confidence
interval when using its facial recognition tool, but there is no law dictating that law enforcement can only make
decisions if the Cl is reached)? To what extent should Al be used if it's so imperfect? In what situations is human
judgment more accurate and in what situations is Al more accurate? How can you make Al less biased, and can
that be programmed or will it have to be human judgment

none
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Toolkit: Interactive Web Demo

Interactive ) ) )
ID Guide Questionnaire

Web Demo
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Toolkit: ID Guide

Interactive
Web Demo

( ID Guide

Questionnaire
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Surveillance Tool Examples

ADS Function Examples

Identifying a Surveillance Tool or Automated Decision System (ADS)

Sounds Images & Video  Text & Other Digital Data  Location

/) -

Classification Regression
Clustering

100101110110
110101010100
011110000101
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Gunshot detection UEEE
Background: Gunshot detectors recognize the sound of gunfire and can pinpoint its e EEEE
location. Originally developed in the mid-1990s, early gunshot detection tools quickly 1]

Training Dataset Test Dataset [ |

A gunshot detection
algorithm needs to be
trained on
human-labeled data
before categorizing
new gunshot sounds.

ey 1]
: n EEEN
. Rifle EEE

® Handgun [ | pNEEE

How it uses classification: The gunshot detector algorithm uses a “training dataset” of
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Toolkit: Questionnaire

Interactive
Web Demo

ID Guide

Questionnaire
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THANK YOU !

Any questions? POLICY
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